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1.0 AIM OF THIS POLICY

Silver Birch School recognises that social media can be an effective tool for communication, engagement, information sharing and promoting the work of the school. The school is committed to making appropriate use of technology and digital communication to enhance relationships with pupils, parents/carers, professionals, partner agencies and the wider community. Social media allows information to be shared quickly and widely. While this provides significant benefits, it also presents risks including breaches of confidentiality, safeguarding concerns, reputational damage and misuse of personal information. The purpose of this policy is to ensure that all staff understand their responsibilities when using social media and to promote safe, responsible and professional conduct online. This policy is intended to support the appropriate use of social media whilst protecting pupils, staff, the school and its reputation.

2.0 SCOPE

This policy applies to all employees, volunteers, agency staff, contractors, consultants, Directors, governors and any other individuals working on behalf of the school.

The policy applies to the use of:

· School social media accounts;

· Personal social media accounts;

· Online discussion forums;

· Messaging applications;

· Blogs and websites;

· Video sharing platforms;

· Any digital platform where information may be shared publicly or privately.

This policy applies regardless of whether social media is accessed using school equipment, personal devices, school networks or personal internet connections.

3.0 EMPLOYEES' RESPONSIBILITIES WHEN USING SOCIAL MEDIA

For the purpose of this policy, social media refers to any online platform, application or service that enables users to create, share, exchange or comment on content and information.

Examples include, but are not limited to:

· Facebook

· Instagram

· X (formerly Twitter)

· LinkedIn

· TikTok

· Snapchat

· YouTube

· WhatsApp

· Microsoft Teams

· Telegram

· Blogs and discussion forums

· Cloud-based sharing platforms

Employees are personally responsible for any content they post, upload, share or comment on through social media. Staff should assume that any information posted online could become public, regardless of privacy settings. Employees must always act professionally and in a manner which maintains public confidence in both themselves and the school.

Staff must not post, share or publish any content which may:

· Bring the school into disrepute;

· Damage professional relationships;

· Compromise safeguarding arrangements;

· Breach confidentiality;

· Be discriminatory, offensive, harassing or defamatory;

· Undermine trust and confidence in the school.

4.0 SAFEGUARDING AND PROFESSIONAL BOUNDARIES

Employees must maintain clear professional boundaries with pupils and former pupils at all times.

Employees must not:

· Accept personal social media friend requests from current pupils;

· Send personal social media requests to current pupils;

· Communicate with pupils through personal social media accounts;

· Share personal contact details with pupils;

· Use personal messaging applications to communicate with pupils unless specifically authorised by the school.

Communication with pupils and families should only take place through approved school communication systems and in accordance with school procedures. Any safeguarding concerns identified through social media activity must be reported immediately to the Designated Safeguarding Lead (DSL) in line with the Safeguarding and Child Protection Policy.

5.0 USING SOCIAL MEDIA FOR WORK PURPOSES

Only authorised employees may create, administer or publish content on behalf of the school. Employees responsible for the school's social media presence must ensure that all content:

· Is accurate and professional;

· Reflects the school's values;

· Complies with safeguarding requirements;

· Complies with data protection legislation;

· Respects copyright and intellectual property rights.

Employees must not publish information that is confidential, sensitive or likely to damage the reputation of the school. Where appropriate, social media content should be approved by a member of the Senior Leadership Team before publication. Employees must not express personal opinions as though they represent the views of the school.

6.0 DATA PROTECTION AND CONFIDENTIALITY

Employees must maintain confidentiality at all times when using social media.

Staff must not post, share or transmit information relating to:

· Pupils;

· Parents or carers;

· Staff members;

· Directors;

· Governors;

· Partner agencies;

· Safeguarding matters;

· Medical information;

· Educational records;

· Personal data.

The disclosure of confidential information may constitute misconduct and may result in disciplinary action. Any actual or suspected data breach must be reported immediately in accordance with the school's Data Protection Policy.

7.0 USE OF PHOTOGRAPHS, VIDEOS AND RECORDINGS

Photographs, videos and recordings of pupils must only be used in accordance with school procedures and recorded consent arrangements. Employees must not use personal devices or personal social media accounts to share images or recordings of pupils. Any media content used on behalf of the school must be stored securely and processed in accordance with data protection requirements.

8.0 PERSONAL USE OF SOCIAL MEDIA

Employees must ensure that personal use of social media does not interfere with their professional duties or responsibilities. Employees should make it clear that personal opinions expressed online do not represent the views of the school. Employees should maintain appropriate privacy settings on personal social media accounts but should recognise that privacy settings do not guarantee confidentiality.

Employees must not publish content that may:

· Damage the reputation of the school;

· Undermine professional standards;

· Constitute bullying, harassment or discrimination;

· Breach confidentiality;

· Create safeguarding concerns.

Reasonable personal use of social media during breaks may be permitted, provided it complies with the Acceptable Use of IT Policy and does not affect work performance.

9.0 MONITORING AND BREACHES OF THIS POLICY

The school reserves the right to investigate any concerns relating to social media use where there is reasonable cause to do so. Alleged breaches of this policy will be investigated in accordance with the school's Disciplinary Policy and Procedure. Serious breaches of this policy may be regarded as misconduct or gross misconduct and may result in disciplinary action up to and including dismissal. Where appropriate, matters may also be referred to external agencies including the Police, Local Authority Designated Officer (LADO), Social Care, the Information Commissioner's Office (ICO) or other relevant regulatory bodies.

10.0 RELATED POLICIES AND DOCUMENTS

This policy should be read alongside:

· Safeguarding and Child Protection Policy

· Staff Code of Conduct

· Online Safety Policy

· Acceptable Use of IT Policy

· Data Protection Policy

· Confidentiality Policy

· Disciplinary Policy and Procedure

· Whistleblowing Policy

· Behaviour Policy

11.0 FURTHER GUIDANCE

Staff requiring advice regarding the application of this policy should speak to their line manager, the Headteacher or the Human Resources department.

12.0 POLICY REVIEW

This policy will be reviewed annually, or sooner if required, to reflect changes in legislation, statutory guidance, safeguarding requirements or operational practice.
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